
ITEM # Ib
DATE: -Ilarch 4.2008

COUNCIL ACTION FORM

SUBJEGT: POWER PLANT SCADA SYSTEM UPGRADE

BAGKGROUND:

The City of Ames Power Plant has a Supervisory Control and Data Acquisition (SCADA)
system to monitor and control electric generation, distribution and transmission from the
Power Plant to critical power substations throughout the City and interconnection points
with neighboring electric utility systems. The existing system was installed in 2001 and
had the last software update in 2003. No software updates have been done since 2003
due to hardware and operating system constraints.

Upgrading the SCADA system is necessary at this time to comply with interconnection
requirements of the Midwest lndependent System Operator (Midwest ISO or MISO)
regional transmission organization. MISO is the organization that manages the high
voltage electric transmission system in the upper Midwest and oversees the importation
of power into Ames. MISO will require the Ames Power Plant to use an Inter-
Gontrol Center Gommunication Protocol (IGGP) by Fall 2008 to be able to
exchange real time information between Ames and MISO. Our current SCADA
system will not support the required IGCP functionality, so the Gity's existing
SGADA system must be upgraded at this time to accommodate the ICCP
protocol.

In addition to complying with this ICCP requirement, upgrading the SCADA system will
allow for a number of improvements to operations:

. Installation of a new operating system (Microsoft no longer supports our existing
system, Windows NT 4.0)

. Better management and accounting of daylight savings time changes

. USB functionality which is the current preferred method for peripheral devices,
such as new monitors, printers, keyboards, scanners, etcetera

. Updating of SCADA system software to take advantage of recent operational
improvements and security enhancements

. Position the Ames Power Plant to better respond to anticipated NERC (North
American Electric Reliability Corporation) requirements in the near future

Upgrading our existing SCADA system is more cost effective than replacing the entire
system, as was contemplated in previous CIP's. Another municipal electric utility in lowa
recently replaced its older SCADA system with a new system from our current supplier,
Open Systems International, lnc. (OSl) at a cost in the $800,000 - $900,000 range.
That utility chose OSI over several competing proposals.



Electric Utility Staff researched equipment from six suppliers, including OSl, for possible
system replacement. The cost estimates for a SCADA master upgrade of necessary
system components from the suppliers other than OSI was estimated to be between
$205,000 and $770,000. Time for completion varies greatly,

Upgrading our existing SCADA system is the most practical and cost-effective solution
to meeting the new MISO requirements while gaining more functionality. Accomplishing
this would require a single-source purchasing arrangement with our current SCADA
software supplier, OSl. The 2007lO8 CIP contains $150,000 forthis project,

Due to these factors, Electric Services staff requests that the City Council waive the
City's purchasing policies requiring formal competitive bids and award a contract to
Open Systems International, Inc., Minneapolis, MN.

ALTERNATIVES:

1. The City Council may waive the purchasing policy requirement for formal bidding
procedures and award a contract in an estimated amount of $126,674.00 plus
applicable sales taxes and approved travel expenses, to Open Systems
International, Inc., Minneapolis, MN, for the Power Plant SCADA Upgrade
project.

2. Postpone the SCADA upgrade and secure competitive bids for a new system.

MANAGER'S RECOMMENDED AGTION:

The Electric Utility is required to improve the SCADA system by regulatory authorities.
In addition, it is in the City's best interest to improve the SCADA system in a timely and
cost effective manner. The best way to accomplish both of these objectives is to enter
into an agreement with our current SCADA software supplier OSl.

Because software design and operation as well as security concerns may be proprietary
in nature, the supplier, OSl, has obtained an injunction which prevents the City from
making the information contained in the Contract Documents public information. Staff
recognizes the public may voice some objection to portions of the contract being
unavailable for review, and the City Attorney filed an answer with the District Court
denying 5 of the 12 allegations of confidentiality in the company's petition for injunction
to keep the agreement confidential. The City is bound to comply with the terms of the
injunction. After considering the impact of complying with the terms of the injunction,
staff feels that this remains the most cost-effective option for the City.

Therefore, it is the recommendation of the City Manager that the City Council adopts
Alternative No. 1, waiving the purchasing policy requirement for formal bidding and
awarding a contract in an amount of $126,674.00 plus applicable sales taxes and
approved travel expenses, to Open Systems International, Inc., Minneapolis, MN, for
the Power Plant SCADA Upgrade project.
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Court upon the Petition of the Plaintiffaud Application forHearing for permanent injuncfion, and

the Court having inspected the file afld records finds:

1. Tharnoticeofhearingwas dutygivento all interestedparties in accordance

wi'th Order of Courl, and proof thereof is on file herein

Z. That no written objections heve beeo. fi.led by any third party with the Clerk

ofthe above Court as required by Ordex ofCourt

3. That this Corut has juisdictiou.

WHEREUPON, this matter proceeds to final hearing aod the Court having received

and heard the evidence findsl

I - That tlePlaintiffhas presentedits evidencebyAffidavit andverified Petition

in support of its allegations.

Z. That the Defendant, City of Ames, Iowa, has aclnowledged that disclosure

of certain items as contained in the said "Quotation She€ts" do create securityrisks. In addition, the

City of Ames, Iowa, does not resist nor present evidence mutesting the remarning claims of the

Plaintiffthat the "Quotation Sheets" containproprietary and confidential information'

3. That the "Quotatioos Sheets" atteched to the Agreemont for SCADA Syste'm

Upgade Serviceg for the City of Ames Electic Sernices, dated Decenrber 28, 2007 (the
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.,Agreernent,) contain proprietary and confidential infofmation and material of the Plaintiff wluch

shouldbe protected as fiade secrets an4 thereforo' shouldnotbedisserninatedreleased' ordisclosed

to third parties or enhties.

THEREFORE, IT IS HEREBY ORDERED, ADJUDGED AND D ECREED bY thiS

Corxt that fle said 'Quotation Shee{s" attached to tbe "Agreetnenf'which have been specifically

marked artd identified as proprietary and confidential, are hereby deernd to be trade secrets ofthe

Plainflff, and tho Defendant, City of Ames, Iow4 is herebypermanently eqioined fiom disclosing,

divrlging, disseminating, rEleasing, ormqkingknown suchinformation to anyperson or errtityother

than authorized ernployees of the Defqrdant, City of Ames, Iowa'

JUDGEIN

Approved as to Form:

DISTRICT OFIOWA



Power Trans & Dist,


